TEAGASC PERSONAL DATA FLOWS

This document describes the personal data flows managed by Teagasc. It describes the personal data inputs managed by Teagasc and
shows how that data is processed and where the output goes.
Inputs, Processing and Outputs are all denoted using boxes. Boxes or text in red indicate a third party involvement. The description of
the item typically indicates the name or the type of third party involved.
The document is broken into sections, with sections either representing categories of people that Teagasc deal with, or functional
areas within the organisation.
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Advisory Personal Data Processing

Notes

Inputs Processes Outputs
Business Planning Request ——»  Business Planning Advice Business Plans to Banks,
_I—} Solicitors, DAFM, Financial
Advisors
Nutrient Management
Planning Request
Nutrient Management | Nutrient Management Plan for
- P> lanni »
Maps and Stock Details from |_» Planning DAFM
DAFM
Carbon Reduction Plan Corthon e Pl > Carbon Reduction Plan for

Request

Bord Bia and DAFM

Scheme Application Forms & o~ I DAFM Scheme Application and
heme Appl n Pri >
Scheme Assist Form »| Scheme Application Process > Participation Data
Contact Details,Documents re > (?gneral Farm Advice Farm Advice
farm business eg bank J: Provision / Support Contract
statements, feed, livestock o
invoices, BPS data, fertiliser Event Notification
data, costs of farm business [P Profit Monitoring
Credentials for Clients to use
online systems
IFAC Farm Account Data | Discussion Group Benchmark
- reports
| General Benchmark reports
= (non-personal)
Discussion Group Benchmark
Grass Measurements > Pasture Management ~1> scussi up
reports
Co-op Milk Production and -
Quality I - Published Sample Grass
- Growth Statistics
. Potential claim assessment,
Claim Correspondence > R / 19 Legal Advisor Correspondence
resolution
Independent Experts (Tax,
Advisor/Contractor Statements Agricultural advice, Risk
Assessor etc)
Insurance Broker/Company
Claim Information
Direct Debit Mandate > Direct Debit Processing P» Direct Debit Bank Instructions

Shared on the basis of client
request

Purpose of this activity is to
prepare a plan for DAFM
Details kept in a database for
research purposes

Purpose of this activity is to
prepare a plan for Bord Bia, DAFM
Details kept in a database for
research purposes

3" party contractors may be
used to perform or support the
scheme application process.
Some schemes require data
transfers to DAFM

3" party website used to send text
messages & 3" parties may also be
used for email or print distribution

Farmers may provide permission for
their accountant to upload their
accounts data into the Teagasc Profit

Monitor system

Farmers agreeing to participate in
Discussion Groups agree to share
their data with other members of
the group. Specific farmers also
agree to have their growth data
published

Third party advisors and
professionals also use
Teagasc’s online systems
(Profit Monitor,
Pasturebase, Nutrient
Management) to provide
services to their clients

*Billing and Payments are described under Financial



Forestry Research and Advice Personal Data Processing

Inputs

Processes

Outputs

Notes

Event Registration / Clinic
Participant Details

Public Awareness Campaigns /
Forestry Events / Newsletters

A

Information and Invitation

. Emails, Letters, Texts to
Contacts
. Forestry Advice Groups
Advice Request —
A
> Forestry Advice > Reports to Clients
TF1 Application > Prepare TF1 Application P TF1 Application to DAFM
Agreements to Partake in Forest Trials / Research /
Trials/ Research / Monitor J‘" Monitor Farms

Farm & Data Associated with
those farms

3 party website used to
send text messages
3" parties may also be
used for mail distribution

Advisory client details can
be collected by phone,
post, email or in person




Host Farmer Personal Data Processing

Inputs

Processes

Outputs

Notes

Host Farmer Correspondence

information

Host Farmer Application » Host Farmer Administration
Benchmark Farm — Farmer Benchmark Farm
bank and health and safety »

Administration

Bank Farmer Payments

NOTE: Accident Management for hosting farms is described under Staff Records as a similar process applies




Soil and Water Sampling Service Personal Data Processing

Inputs

Notes

Soil Sample Registration

|

Processes Outputs
- Southern Scientific Soil
' Laboratory Sample
P Sample Analysis and Advice
| Soil Analysis and Advice to
> Client
\ 4
Nutrient Management
Planning*
Research Projects > Research Papers

JE

Pasturebase*

Third party soil samplers
are used by Teagac

*See also under Advisory




Student Personal Data Processing

Inputs Processes Outputs Notes
Online Course Application
Forms including supporting Application Processing 1
documentation » Applicant Correspondence
Teagasc uses an externally
(cloud) hosted on-line
Regional Course Paper » Bank Collection of Fees applications, payment, student
Application Forms including — - admmlstl.fatlgn and results
I R > Applications for Private system which is operated by a
Colleges third party (Ellucian).
\ 4 Teagasc students may attend
student Clock in / Clock out | —> Student Administration >» Student Correspondence either Teagasc Colleges or
A Private Colleges which run
. | Quality & Qualifications Ireland ;zf\ii:cg\)/:lrfsr:zie;ni
i Course Results g
g
% P DAFM Information on Students
Student course work and Teachi e > Reptet Eg:c:ttlzzr;:ll't\:ormatlon Course work may be stored
exams (incl CCP,ICBF etc) : €aching ot Lourses on Teagasc’s servers or on
_ Dept of Social Protection an externally hosted Moodle
Information on Students system
> Student Text Messages Third party system used to
send bulk text messages to
. tudent
. | Credentials for Students to use students
> online systems
Student Placement
information for Host Farmers
Expression of Interest in Prospective Student - .
Course(s) P Administration » Course Information
Paper Grant ApplicationForms P Grant Application Processing > Student Correspondence
Third Party (Capita) used to
\ process grant applications
Grant Processing P Bank Student Grant Payments Grant payments sent to bank
Sprayer Course Registration > e e e |, BRRARNIESe EleiofQuslifed
Sprayers
Education and Training Forum
personal detaili P Education and Training Forum > Bank Expense Payments
Student Images and Recordings - College Advertisin w | Advertising Material (web, Third parties used to record and
supplied for testimonials ~ 6 8 > paper, video etc) disseminate testimonials
Course payment student and Receipting and payment of > Bank Collections and
bank details -|-—> course fees and other oy Payments
payments
5 year survey and course Course improvement through
feedback lysis of :
feedback data it eeex:rcn r(:;:ﬁs/r;zzﬁr;z:’;: SN Applicant Correspondence
tracking of students
Student Assist Program - Professional Student
assistance request 4 Assistance/Counselling

NOTE: Student Accident Management is described under Staff Records




Research Personal Data Processing

Inputs Processes

Outputs

Notes

Personal Data / Farm Data Agriculture or Food Research
supplied by third parties as

1

Research Papers and other
dissemination material with
depersonalised project results
are widely circulated

Contact details shared with
other network members

European Union Farm

DAFM Animal Movement Data

Accountancy Data Network

Irish Government Central

part of agreed participation in
research projecs
Sensory Food Network Ireland - . N
e Al P  Sensory Food Networking |
Sensory Food Panel Applicant
Details
y
Sensory Panel Recruitment - L
. . S P | Part t —
Company Applicant Details »| oensory Fanel Farticipation
Detailed Farm Survey including >
very detailed financial > National Farm Survey —
information |
|
A -
»

Statistics Office

i ICBF Animal Data [
Personal Contact Details > O:en Day / Cconfergnce al Information and Invitation
parenessieampalen > Emails, Letters, Texts to
Contacts
Personal Details including bank o | Walsh Fellows Management Payments and Fellowship
details ” and Payment’ > Correspondence with
Student’s University
Personal Details for External | Establishment of External
Reviewers i Review Panel
Registration details for opt-in .
€ . P » Process rural course reminders ;‘ Course Reminder emails
website \
Research Project Proposals - | Project Proposal details for
including staff details emmere e external review
Administration” {
i
)
Author publication details Bibliography Processing ;} Bibliography publications

Third party recruitment
company used to recruit
sensory panel members

Personal data is
pseudonymised when
transferred out of Teagasc

AIMS data is transferred
from DAFM to Teagasc
with owners permission.
A similar arrangement with
ICBF is being considered

3" party website used to
send text messages
3" parties may also be
used for mail distribution
and for conference
registration

Walsh Fellowships include
fellowships from and
therefore data transfers to
and from outside of EU/EEA

A third party (cloud) hosted
system is used to administer
part of the Walsh Fellows
payment process

A third party (cloud)
hosted system is used to
administer research
projects

A X -
See also Financial processes




Professionals Data Processing (includes users of Teagasc ConnectEd service)

Inputs

Processes

Outputs

Notes

Request to register for AppVice > FarmAppVice System —»  FarmAppVice Credentials
R tt ister for T . ) . Credentials f fessionals t
equest to register for Teagasc Y| Registration for online systams |- redentials for professionals to
online systems use online systems




Recruitment Personal Data Processing

Notes

Inputs Processes Outputs
— . - External Interview Panel
Job Application Forms —T1#  Recruitment Competition 1P
Member Pack
—> Candidate Response
—p»  Contracts of Appointment
Medical Exam Details
M
A\ 4
Induction Process
Probation Process Probation Correspondence
Unsolicited CV’s — RecruitmentEnquiry —P> Candidate Response

The running of Recruitment
Competitions is outsourced
to a third party




Staff Records Personal Data Processing

Note these processes may apply to students and others working at Teagasc e.g.

if they given use of Teagasc vehicles, participate in projects etc

Inputs Processes Outputs Notes
Staff Development and Course Attendee Information . .
PMD —> —> Course providers are typicall
S Performance Management to Training Providers P vp v
external.
Staff Qualifications and Course
Outcomes
. . C A Control
Staff Mobile Phone Details » =] SRS
Systems
Third party used to manage
Starters, Movers, Leavers | Starter.s, l\./lovers., Leavers _ | Credentials for staff to use in Teagasc ICT infrastructure and
Forms | Processing including system ”| house and online systems service desk, involved in
access processing all starter, mover
and leaver forms
Keeping in touch with Retirees > Retiree event invitations
Birth Cert and PPSN > In Service Training
= T N Vehicle Claim Backup
Driving Licence > eagasc Vehicle Fleet 1 Documentation
Management and Insurance
Wages/Salary Correspondence .
Teagasc provides
. ] arrangements to deduct
Wage;s/?a(lﬁry ((Zjor(;"esp.ondence o [EATE [ PR ] | Information on Deductions amounts from payroll for
including deductions i certain schemes such as
Fortnightly/Monthly payroll union membership, d
reports insurance etc. Information
PAYE/PRSI/P35/P45/P60 to on these deductions are
Revenue Commissioners shared with the beneficiaries
—» Social Welfare Correspondence
Correspondence with other
P state Agencies for redepolyed
staff External funding agencies who
A 4 fund research projects require
Time Records > Time Recording > Funded Project Returns backup documentation for
proof of all costs including for
+ time spent, expenses, payroll
Travel Claims Correspondence —| | etc
J > Expenses Processing* P Travel Claims Correspondence
Claimant Vehicle Details —
Credit Card Purchaser Details > Credit Card Purchasing*
Depending on nature
. . and severity of incident
Accident Report / Incident | >l Health & Safety Authority or accident various
Form Notification parties may need to be
) . Insurance Claim / Health & Insurance Company Claim informed or may be
Medical Reports /R t > ) > : i
coicalbspoe el ' Safety Processing 4 Information needed to provide
assistance.
3rd party Insurance Details  — > Legal Advisor Correspondence Teagasc uses an
externally hosted Health
N Independent Health/Risk and Safety system
Police Reports 1 Assessor
Claim Correspondence Ly B> Notification to next of kin
] Independent Experts (Tax,
Witness Statements T > Agricultural advice, Risk
Assessor etc)
Ph raph —1
otographs 5 Personal Injuries Assessment
Board Correspondence
Sick Notes —
Dissemination Record > Dissemination Processing > Publications
Ethics Return | Standards in public office

management

*See also Financial Processes




Staff Records Personal Data Processing

Inputs Processes Outputs Notes
Motor Claims / Motor o [ R e > Motor Insurance
Insurance Renewal Data Correspondence
Prmeart  Birwers emmas - VETET 1 e ool - A|r||ne.s/HoteIs/Car Hire
Companies Correspondence
National Partnership —
Labour Dispute Detail§ and > OIS R T L Unions Correspondence
backup documentation
Ly Labour Relations State Bodies
Correspondence
\ 4
Teagasc Authority Discussions P Teagasc Authority Minutes
Third Party Validation of Leave
Leave Applications P Leave Application Processing P Reason including Occupational
A Health
M
M
Sick Notes Sick Leave Management
e Wi Al o > Remote Working Application > Remote Working Application
Process Response
Staff Excellence Nomination - Staff Excellence Awards o~ Staff Excellence
Form ~ Process ” Correspondence
Registration details for lab - Process lab quality | R L
. ) R ds of lab lity activit
quality system = documentation | Records of 1ab quality activity
. ‘ Research Project _ Research Project Progress
Staff Project roles = Administration® 7| Reporting to Funding Agencies,
Government Agencies and
public
Increment Approvals Form > Increment Processing
. . Foreign T 1A |
Foreign Travel Approvals Form » Foreign Travel Approvals  —1P| R r?ve. Rl
Rejection
N rter rtin
ew Starter Supporti g New Starter Processing
Documents and Information
Tech transfer assignment - .
details including home address ~ OIS
Staff Contact Details and g . = e Public Website Staff contact
Location »  Public Website publishing details Teagasc public website is
externally hosted

*See also Research Projects




Procurement Personal Data Processing

Inputs Processes

Outputs

Notes

Tender Application including
personal details

Tender Responses including
commentary on inputs

I Tender Evaluation

\ 4

Office of Government
Procurement supplied Tender
Applications including personal
details

Office of Government
Procurement Tender
Evaluations including personal
details

Some OGP frameworks
involve the OGP as a third
party who interact with the
tenderer




CCTV Personal Data Processing

Inputs Processes Outputs Notes
CCTV Camera Images I> CCTV Camera Images CCTV Camera Images Third parties used to manage
and in some sites host CCTV

images




Financial Personal Data Processing

Inputs Processes Outputs Notes
o Supplier set ups are
Company/Indiviual ; ; ;
Tax Data » Supplier Set Up > Enterprlse\l/rc:elljacﬂ(:rlnnovatlon performed by a third party
Photo Identity Data using Teagasc’s finance
Licence Information — system
Insurance Details
Staff/Supplier Contact Details
IBAN details A 4
» | Contract Administration/ > =R c -
”| Outgoing Payment Processing »|  nevenue tommissioners Accounts Payable processing
A is performed by a third
Sales Invoices / RCT / Tax party using Teagasc’s finance
Clearance / VAT system
Student / Walsh Fellows > Bank Payments
External Interviewer Payment L] PR
Requests
i *
R AP ARSI > Supplier Statements
Credit Card Purchasing*
Requests to raise invoices » Billing Outgoing Invoices
Credit Card Details / Client
Details
Credit Card Payment Processor |
Data . "
Incoming Payment Processing
Details of Staff Service or Pensi leulati
. : ensions calculations are
entitlements from other public » Payroll/Pensions Processing* ;} Bank Payments lidated/audited by third
sector bodies for transferring validated/audited by thir
staff party service providers
Reports to subsidised Private
1 Colleges on the salaries of their
Staff
v Details of Staff Service or
i N entitlements to other public
Staff Budgeting sector bodies for transferring
staff
i Auditors may request any
Internal and External Audits > External Auditors data including personal
data to support their
audits. Audits may be
internal or external by
2 Internal Audit Reports C&AG or its sub-
contractors

*See also Staff Records processing ‘See also Research Projects processing




Corporate Services Personal Data Processing

Inputs Processes

Outputs

Notes

Building/Construction Files

- Buildings Management
(including safety records) - & &

Training records of Contractors | |
staff

Copies of contractor staff
drivers licence / passport

Property Leases/Licences/ - L
e T > Property Acquisition

Property Leases/Licences/
Acquisitions/Sales

Solicitors and other third
parties involved with
documentation for
property deals




Private College SLA Management Personal Data Processing

Inputs

Processes

Outputs

Notes

Operational Details of Private
Colleges transferred as part of
Service Level Agreement
Operations

Manage Private Colleges
Service Levels

\ 4

Correspondence with Private
Colleges

3 private agricultural
colleges provide services to
Teagasc and Teagasc has
staff working in those
colleges. Teagasc, and
private college Staff and
student data is transferred
back and forth as a result
of this relationship




ICT Services Personal Data Processing

Inputs Processes

Outputs

Notes

) ICT system development and
test processes

Test cases for system J‘
development containing

\ 4

Test Results

personal data samples

Data from All Teagasc hosted Backup Tapes stored offline in
8 P ICT Data Backup Processes > ptap X —
ICT systems secure location
|
|
L — — — — 1 ICT Data Restore Processes
Request for system access with . Provision of System Access and
q y . P Provision of System Access > e Y
email details Initial Password
Emails can contain personal . . .
data P ' Teagasc email system ' Outgoing email
Printouts can contain personal . o .
data P Teagasc managed print system P» Outgoing Hardcopy Documents
. . Access Control for multiple .
Login Details > P P Access Control review reports
systems
. . Personal information required
Ticket raised with Service Desk > Resolution of issues and » X a
K by third party support
handling requests for new ICT . . K .
. suppliers to investigate issues
requirements
or complete tasks
Data from any ICT system or Personal Computing, Shared
recorded in person or on the > Folders and > Outputs from desktop
phone Desktop productivity software productivity software, print or
(Office) file transfer
Phone Calls, Messages, Contact || . |Desktop collaboration software - )
A ’ Screen Sharing Content
Details, Desktop Content = (Lync) 4 g
Request for Smartphone P Smartphone Management > Billing Information
\ 4
Dissemination of Information
about ICT events




Authority Personal Data Processing

Inputs

Processes

Outputs

Notes

Personal Data included in
reports or documents going to
the Teagasc Authority for
information or decision

’—-P

Teagasc Authority Meetings

Teagasc Authority Minutes
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