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Background
In line with best practice and the requirements of the Teagasc Data Protection Policy, Teagasc needs to formalise and document its approach to managing breaches of Personal Data under its control. 
Purpose of the Policy
The purpose of this Policy is to acknowledge the importance of information security and to recognise that a breach or personal data may still occur and therefore to establish a framework for addressing a breach that occurs.
Applicability
The policy applies to all Teagasc staff, persons working on a contract basis for Teagasc, all students, fellowship holders, seconded staff and employees and agents of other organisations who directly or indirectly have access to Teagasc information assets (physical or electronic) or who process information on behalf of Teagasc, or its subsidiary Moorepark Technology Limited.

This policy is mandatory and by accessing any Teagasc information assets (physical or electronic) for which Teagasc is a Data Processor or Controller, users of Teagasc’s information assets are agreeing to abide by the terms of this policy.

This Policy will be:
1. Published on the Teagasc intranet and public website
2. Circulated to all appropriate data processors and incorporated as part of the service-level agreement/data processing agreement between Teagasc and contracted data processors, and 
3. Advised to staff at induction and at refresher training on Data Protection.
Policy Statement
1. As soon as any user of Teagasc information assets becomes aware that personal data has been compromised (e.g. through loss of a portable device, misaddressing of labels, special category personal data left where unauthorised viewing could take place such as photocopies not properly disposed of or left on copier, etc.),the information asset user has a Duty to Notify. The user must: 
1. Immediately notify the Data Protection Officer, and 
2. Complete the Data Security Breach Incident Report (See Appendix). 
2. Upon notification, the DPO will start to investigate the issues surrounding the breach in accordance with the Teagasc Data Breach Management Procedure.


Teagasc Data Breach Management Procedure
Identification and Classification
Immediately upon identifying a data breach, users of Teagasc information assets must notify the Data Protection Officer (DPO) of the breach and complete a Teagasc Data Security Breach Incident Report, and provide it to the DPO.
Upon notification, the DPO will start to investigate the issues surrounding the breach, and make an initial assessment to determine whether a breach has taken place and of the severity of the breach.  
If a breach is found to have taken place, the DPO will notify the Office of the Data Protection Commissioner (ODPC) within 72 hours (3 working days) and seek advice and guidance from them, unless the breach is unlikely to result in a risk to the rights and freedoms of data subjects. In the case of doubt the ODPC should be contacted for advice and clarification.
The seriousness of the breach will determine the type of investigation that will take place and who will be involved.  It may include an on-site examination of systems and procedures. In the event of a serious data security breach the DPO will assemble a Breach Management Team.   
The composition of the Breach Management Team (BMT) will be determined by the Chief Operations Officer and will depend on the nature and source of the breach.
Containment and Recovery
Teagasc will seek to contain the matter and mitigate any further exposure of the personal data held.    Depending on the nature of the threat to the personal data, the DPO will request the Head(s) of Department/Manager or/and the Head of ICT to initiate containment and recovery actions. These may involve a quarantine of some or all PCs, networks etc. and requesting that staff do not access PCs, networks etc.  Similarly, it may involve a quarantine of manual records storage area/s and other areas as may be appropriate.  By way of a preliminary step, an audit of the records held or backup server/s should be undertaken to ascertain the nature of what personal data may potentially have been exposed.  Appendix B outlines considerations in relation to ICT systems.
Risk Assessment
In assessing the risk arising from a data breach, the DPO should consider what would be the potential adverse consequences for the individuals whose data is in question. The assessment should consider the likelihood of consequences materialising and the impact in terms of how substantial or serious the consequences would be to those individuals. The following should be considered:
	Type of data involved 

	Sensitivity of the data 

	Protections in place (e.g. encryption)

	What the data could tell a third party about the individual

	How many individuals’ data are affected


Where the data concerned is protected by technological measures such as to make it unintelligible to any person who is not authorised to access it, the DPO may conclude that there is no risk to the data and therefore no need to inform data subjects or contact the Office of the Data Protection Commissioner.  Such a conclusion would only be justified where the technological measures (such as encryption) were of a high standard.
Notification of Breach
Data Owners
Where appropriate the BMT will put a communication plan in place to contact the owner(s) of the data involved (the data subject).  The security of the medium used for notifying individuals of a breach of data protection procedures and urgency of situation should be borne in mind.   Specific and clear advice should be given to individuals on the steps they can take to protect themselves and what Teagasc is willing to do to assist them.
The notice to the owners should contain:
(a) a description, in clear and plain language, the nature of the personal data breach concerned, 
(b) a description of the likely consequences of the personal data breach,
(c) a description of the measures taken or proposed to be taken by the controller to address the personal data breach, including any measures taken or proposed to be taken to mitigate its possible adverse effects, and
(d) the name and contact details of the controller’s data protection officer (if any) or other point of contact.
(e) details of other organisations being informed of the breach, e.g. ODPC, Gardaí, etc.
Office of the Data Protection Commissioner (ODPC)
Contact details for the ODPC:
Data Protection Commissioner
Office of the Data Protection Commissioner
Canal House, Station Road, Portarlington, Co. Laois
Tel: 1890 252 231
Email: info@dataprotection.ie
Website: www.dataprotection.ie

The notification to the ODPC should contain:
(a) a description of the personal data breach, including, where possible the categories and number, or approximate number, of—
(i) data subjects concerned, and
 (ii) personal data records concerned,
(b) a description of the likely consequences of the personal data breach,
(c) a description of the measures taken or proposed to be taken by the controller to
address the personal data breach, including any measures taken or proposed to be
taken to mitigate its possible adverse effects, and
(d) the name and contact details of the controller’s data protection officer (if any) or
other point of contact.
Gardaí
Where data has been “damaged” (as defined in the Criminal Justice Act 1991, e.g. as a result of hacking), the matter must be reported to An Garda Síochána.  Failure to do so will constitute a criminal offence in itself (“withholding information”) pursuant to section 19 Criminal Justice Act, 2011.  The penalties for withholding information include a fine of up to €5,000 or 12 months’ imprisonment on summary conviction.
Separately, where special category personal data is at risk, the assistance of An Garda Síochána should be considered.
Insurance Companies
For incidents being reported to the ODPC, the Head of Corporate Services should be contacted to determine if Teagasc’s insurance companies need to be informed of the incident.
Teagasc Risk Manager
Where a breach is serious enough to warrant the assembly of a Breach Management Team, the breach must be notified to the Teagasc manager responsible for the corporate risk register to ensure the risk is added to the Risk Event Tracker.
Evaluation and Response
A full review should be undertaken and having regard to information ascertained deriving from the experience of the data protection breach.  Staff should be apprised of any changes to Policies and of upgraded security measures. Staff should receive refresher training where necessary.
Enforcement
Breaches of this policy may result in HR disciplinary procedures being invoked. Individuals should be aware that they as well as the organisation are individually liable to summary conviction under the Data Protection Acts if found guilty of knowingly or recklessly contravening its provisions. Breaches by individuals who are not staff will be dealt with by the appropriate line manager.

Investigations into Data Protection breaches may result in the ‘exceptional access to employee files’ policy being invoked.
Definitions and Terms
	Personal Data
	means any information relating to an identified or identifiable natural person ("data subject"); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that person[footnoteRef:1] [1:   Regulation (Eu) 2016/679 Of The European Parliament And Of The Council, Article 4(1)] 


	Special category Personal Data
	are personal data, revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership; data concerning health or sex life and sexual orientation; genetic data or biometric data[footnoteRef:2] [2:  Regulation (Eu) 2016/679 Of The European Parliament And Of The Council, Article 9(1)] 


	Personal Data Breach
	means the loss of control, compromise, unauthorised disclosure or unauthorised access to personally identifiable information, whether in physical (paper) or electronic form. A personal data breach can happen for a number of reasons, including:-
· loss or theft of data or equipment on which data is stored (including break-in to a premises)
· inappropriate access controls allowing unauthorised use
· equipment failure
· human error
· unforeseen circumstances such as flood or fire
· a hacking attack
· access where information is obtained by deceiving the organisation that holds it.

	Data Subject
	is an individual who is the subject of personal data

	Data Controller
	means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data

	Data Processor
	means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller

	Information
Owner
	is the individual with primary responsibility for the data within an ICT System or a manual filing system. In the case of ICT systems. Information Owners are sometimes also referred to as the System or Project Sponsor.


Related Documents
Teagasc Data Protection Policy
Reference Material:
http://www.dataprotectionschools.ie/Document-Library/ETB-Data-Breach-Management-Policy.doc 
https://www.dataprotection.ie/documents/guidance/GuidanceFinance.pdf 
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Appendix A
Teagasc Data Security Breach – Incident Report


Name of Person Reporting Breach


When did the breach take place?


When was the breach discovered? 

Were there any witnesses? If Yes, state Names.







Please provide details of the breach: Please consider the amount and nature of the personal data  impacted, consider whether it is a loss of control or an actual loss of data, and describe the chronology of events and the risks associated with the breach.












Were any IT systems involved?  If so please list them.










Is any additional material available e.g. error messages, screen shots, log files, CCTV?











Any additional comments?










Signed:______________________________ 

Date: ________________    Time: ________

For Breach Management Team Use

Breach Log ID ________________		Details logged by _________________________

Severity of the breach (0 being minor, 5 being critical)

0                1                   2                  3                 4                5

Data Subjects to be notified 	Yes		No	

Details:__________________________________________________________________________________________________________________________________________________

Data Protection Commissioner to be notified 	Yes		No	

Details (Date/time, note of advice received):_______________________________________
____________________________________________________________________________

Gardaí to be notified		Yes		No	

Details: _______________________________________________________________________________

Insurance Company  to be notified		Yes		No	

Details: _______________________________________________________________________________

Risk Manager  to be notified		Yes		No	

Details: _______________________________________________________________________________



Appendix B

Incident Response DOs and DON’Ts for ICT systems


DO’S

· immediately isolate the affected system to prevent further intrusion, release of data, damage etc.
· use the telephone to communicate.  Attacker may be capable of monitoring e-mail traffic
· preserve all pertinent logs, e.g. firewall, router and intrusion detection system.
· make back-up copies of damaged or altered files and keep these backups in a secure location.
· identify where the affected system resides within the network topology
· identify all systems and agencies that connect to the affected system
· identify the programs and processes that operate on the affected system(s), the impact of the disruption and the maximum allowable outage time.
· in the event the affected system is collected as evidence, make arrangements to provide for the continuity of services i.e. prepare redundant system and obtain data back-ups.

DON’Ts

· delete, move or alter files on the affected systems
· contact the suspected perpetrator
· conduct a forensic analysis
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