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Background
In line with best practice and the requirements of the Teagasc Data Protection Policy, Teagasc needs to formalise and document its approach to managing risk to Data Subjects from new initiatives. The management of this risk is done through the use of Data Protection Impact Assessments for new initiatives which involve the collection or processing of Personal Data.
Purpose of the Policy
The purpose of this Policy is to establish a framework for managing the risks associated with any new initiative which involves the collection or processing of Personal Data.
Applicability
The policy applies to all Teagasc staff, persons working on a contract basis for Teagasc, all students, fellowship holders, seconded staff and employees and agents of other organisations who directly or indirectly have access to Teagasc information assets (physical or electronic) or who process information on behalf of Teagasc, or its subsidiary Moorepark Technology Limited.

This policy is mandatory and by accessing any Teagasc information assets (physical or electronic) for which Teagasc is a Data Processor or Controller, users of Teagasc’s information assets are agreeing to abide by the terms of this policy.

This Policy will be:
1. Published on the Teagasc intranet and public website
2. Circulated to all appropriate data processors and incorporated as part of the service-level agreement/data processing agreement between Teagasc and contracted data processors, and 
3. Advised to staff at induction and at refresher training on Data Protection.
Policy Statement
1. Teagasc is committed to upholding Irish and European Union Data Protection laws and following their principles and best practices and has established its own Data Protection Policy in line with these.
2. Each new initiative in Teagasc which involves the additional collection of Personal Data must include an assessment of whether a Data Protection Impact Assessment (DPIA) is required. A record of this assessment must be retained for as long as the initiative is in place.
3. Each new initiative in Teagasc which involves a new purpose or new technology for processing Personal Data must make an assessment of whether a DPIA is required. A record of this assessment must be retained in a central register for as long as the initiative is in place.
4. Where assessments indicate that a DPIA is required, the assistance of the Data Protection Officer (DPO) must be sought and a DPIA must be carried out, and it must be retained in a central register for as long as the initiative is in place.
5. Where a dispute arises between a person leading a new initiative and the DPO over the content or actions of a DPIA, the issue must be brought to the attention of the Teagasc Chief Operations Officer.
Procedure
The following procedure describes how to assess the need for a DPIA and how to conduct a DPIA:
· The Checklist to Determine If a Data Protection Impact Assessment is Required should be completed. If in doubt about any aspect of completing this assessment, advice should be sought from the DPO, who in turn may seek advice from the ODPC.
· The completed checklist must be stored in the DPIA Checklist Register
· If the outcome of this checklist is a need for a DPIA then the DPO should be contacted and a plan for conducting a DPIA using the standard DPIA Template should be agreed with DPO.
· The completed DPIA must be stored in the Full DPIA Register
· The DPIA Outcome Actions must be incorporated into the initiative.
Enforcement
Breaches of this policy may result in HR disciplinary procedures being invoked. Individuals should be aware that they as well as the organisation are individually liable to summary conviction under the Data Protection Acts if found guilty of knowingly or recklessly contravening its provisions. Breaches by individuals who are not staff will be dealt with by the appropriate line manager.
Definitions and Terms
	Personal Data
	means any information relating to an identified or identifiable natural person ("data subject"); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that person[footnoteRef:1] [1:   Regulation (Eu) 2016/679 Of The European Parliament And Of The Council, Article 4(1)] 


	Sensitive Personal Data
	are personal data, revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership; data concerning health or sex life and sexual orientation; genetic data or biometric data[footnoteRef:2] [2:  Regulation (Eu) 2016/679 Of The European Parliament And Of The Council, Article 9(1)] 


	Data Subject
	is an individual who is the subject of personal data

	Data Controller
	means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data

	Data Processor
	means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller

	Data Protection Impact Assessment (DPIA)
	is a formal documented assessment of the impact of envisaged processing operations on the protection of personal data, which should be carried out prior to the commencement of processing.

	Data Subject Request (DSR)
	is a formal request from a data subject, under Data Protection legislation, to exercise their legal rights as a data subject. These rights include rights to access data, have it forgotten, etc.

	Information
Owner
	is the individual with primary responsibility for the data within an ICT System or a manual filing system. In the case of ICT systems. Information Owners are sometimes also referred to as the System or Project Sponsor.

	Nominated Point of Contact
	is a person nominated by an Information Owner with responsibilities to manage data subject rights for a system or data set
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