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Background
The European Union is introducing a new regulation on Data Protection effective in May 2018, known as the General Data Protection Regulation (GDPR). Teagasc is taking this opportunity to replace its previous policy on data protection, known as the Compliance with Data Protection Act Policy with this updated policy.
The GDPR is aimed at protecting the fundamental rights of living persons, specifically the right to the protection of one’s personal data. It recognises the importance of that right, but also that it is not an absolute right and that it must be proportionally balanced against other fundamental rights including freedom of expression and information.
Purpose of the Policy
This policy is a statement of Teagasc's commitment to protect the rights and privacy of individuals in accordance with Irish Law (Data Protection Acts of 1988, 2003 and 2018) and European Law (Regulation (EU) 2016/679 Of The European Parliament And Of The Council)
Data Protection law applies to the keeping and processing of Personal Data, both in manual form and on computer. The purpose of this Policy is to assist Teagasc to meet its statutory obligations while explaining those obligations to staff. The Policy shall also inform staff, contractors, students, clients and others whose personal data is processed by Teagasc how their data will be treated.
Applicability
The policy applies to all Teagasc staff, persons working on a contract basis for Teagasc, all students, fellowship holders, seconded staff and employees and agents of other organisations who directly or indirectly have access to Teagasc information assets (physical or electronic) or who process information on behalf of Teagasc, or its subsidiary Moorepark Technology Limited.

This policy is mandatory and by accessing any Teagasc information assets (physical or electronic) for which Teagasc is a Data Processor or Controller, users of Teagasc’s information assets are agreeing to abide by the terms of this policy.

This Policy will be:
1. Published on the Teagasc intranet and public website
2. Circulated to all appropriate data processors and incorporated as part of the service-level agreement/data processing agreement between Teagasc and contracted data processors, and 
3. Advised to staff at induction and at refresher training on Data Protection.
Policy Statement
1. Teagasc is committed to upholding Irish and European Union Data Protection laws.
2. Teagasc is committed to the following data protection principles which derive from Irish and European Union legislation:
	1. Personal Data will be processed lawfully, fairly and transparently 

	2. Personal Data will be collected for specified, explicit and legitimate purposes and not further processed 

	3. Personal Data will be processed in a manner that ensures appropriate security of the personal data

	4. Personal Data will be accurate and kept up to date

	5. Personal Data will be adequate, relevant and limited to what is necessary

	6. Personal Data will be kept in a form which permits identification of data subjects for no longer than is necessary


2. Teagasc shall be responsible for, and be able to demonstrate compliance with the above principles.
3. All persons to whom this policy applies are responsible for ensuring that their work and behaviour is consistent with the above data protection principles and are also responsible for supporting Teagasc in its efforts to demonstrate its compliance with those principles. In particular: 
a. Those accessing personal data need to know who the Information Owner of that data is, and ensure that they have been authorised by the Information Owner prior to using the data[footnoteRef:1].  [1:  Administration of authorisation is typically delegated by the Information Owners to responsible administrators.] 

b. Those accessing personal data may access it only when it is required for the completion of their duties.
c. Those accessing personal data may use it only in a manner that is consistent with Teagasc’s Data Protection Register, and most importantly should not export or transfer any personal data outside of the organisation, unless such actions are authorised by the Data Subject or required for legislative reasons, are authorised by the Information Owner, and are included in the Register.
d. Any individual who identifies a personal data breach must immediately follow the procedures outlined in the Teagasc Data Breach Policy.
4. All managers must:
a. make periodic reviews, at least annually, to ensure that manual data sets and each ICT system in use in their Department/Unit that contain Personal Data have an Information Owner and are covered by Teagasc’s Data Protection Register.
b. make periodic reviews, at least annually, to ensure that there are written, adequate contracts in place with all third parties accessing, receiving or processing Personal data on behalf of their Department/Unit and that these are covered by Teagasc’s Data Protection Register.
c. contact the DPO prior to any new initiatives involving the collection of Personal Data or the reuse of existing Personal Data, to consider the need for a Data Protection Impact Assessment or/and changes to the Data Protection Register and conformance with Teagasc’s Data Protection Principles.
d. involve the Data Protection Officer in any matters relating to Data Protection.
5. Senior Managers[footnoteRef:2] must: [2:  Responsibilities are based on the advice of the EU Article 29 Data Protection Working Party http://ec.europa.eu/newsroom/document.cfm?doc_id=43823   ] 

a. Ensure that the DPO is invited to report to Senior Management Group meetings on a regular basis
b. Ensure that all relevant information is passed on to the DPO in a timely manner in order to allow him or her to provide adequate advice
c. Consider the attendance of the DPO at meetings where important decisions with data protection implications are being taken
d. Consider the need for appropriate documentation where decisions are being made against the advice of the DPO
6. Each manual and electronic data set and each ICT system containing personal data must have an Information Owner at Head of Department/Regional Unit level or above.
7. All Information Owners have additional responsibilities for data protection for each manual data set or ICT system under their control:
a. Information Owners must manage or nominate a point of contact to manage:
· data subject rights for the system/data set
· user access rights for the system/data set
· compliance of third party Data Processors with their Data Transfer Agreement 
b. It is the responsibility of each Information Owner to co-operate with the Data Protection Officer to ensure that all Personal Data under their control is covered by entries in the Teagasc’s Data Protection Register, in a timely manner. 
c. Managers designated as Information Owners must make periodic reviews, at least annually, to ensure that:
· The Teagasc’s Data Protection Register entry is accurate and up to date
· Personal Data processing is in line with Teagasc’s Data Protection Principles.
· Data Privacy notice(s) covering the data are accurate and up to date
· Processes for display of Data Privacy notices and collection of consent are adhering to Teagasc’s Data Protection Principles (e.g. are notices displayed at all points of data collection)
· All staff, contractors, students and others under their direction have adequate training in Data Protection.
· Data retention policies exist and data retention adheres to policy.
· All data transfers to and from third parties are covered by appropriate signed, written legal agreements.
· The organisation’s culture of data protection is promoted and adhered to.
8. As a public body Teagasc is required to have a Data Protection Officer (DPO) in place. The DPO has the following responsibilities:
a. Monitoring, auditing and reporting to senior management on compliance with Irish and EU data protection legislation and best practices. 
b. Advising on and assisting with Data Protection Impact Assessments (DPIAs). 
c. Recommending what safeguards (including technical and organisational measures) are required to mitigate any risks to the rights and interests of data subjects.
d. Acting as a point of contact and co-operation with the Irish Data Protection Authorities on all data protection matters, including the communication and notification of breaches and the co-ordination of breach responses.
e. Acting as a point of contact and co-ordination for the public and for data subjects on data protection matters, communicating and co-ordinating requests with responsible parties within Teagasc, and tracking, monitoring and reporting on compliance with those requests.
f. Monitoring, auditing, advising and reporting on the risk ranking of the organisation’s data protection risks and issues.
g. Maintaining and publishing Teagasc’s Data Protection Register (and its entry in any legally mandated national registry, if required). 
h. Driving a programme of Awareness and Training on data protection and maintaining appropriate Training Records.
i. Strengthening and continuously re-enforcing the organisation’s culture of data protection.
j. Establishing and maintaining standards for data protection contracts with data processors
k. Advising on ICT Security and Disaster Recovery Requirements
9. The Processing of Teagasc Personal Data (including data transfers of manual or electronic personal data or the provision of access to such data within Teagasc or using its ICT systems) by relevant Third Party Data Processors is permitted provided that:
a. A signed written legal agreement consistent with all applicable Data Protection laws and with this policy, and requiring adherence to this policy, is in place in advance of any data access, transfer or transmission (Data Transfer Agreement).
b. The appropriate technical and procedural protection measures are in place to fulfil the requirements of all applicable Data Protection laws and this policy.
c. The third-party is entered on Teagasc’s Data Protection Registration as a Data Processor and any necessary changes are made to Data Privacy Notice(s) and the processes to disseminate them.
d. The data subjects have previously given permission for the data to be shared with the third-party or there is a legislative requirement to supply the data.
e. All data processing takes place within territories under the jurisdiction of European Union Data Protection legislation.   
f. The processing is authorised by the Information Owner of the data.
g. The third party agrees to support the Information Owner in acceding to any reasonable requests for the purposes of monitoring or verifying adherence to this policy and the Data Transfer Agreement.
Enforcement
Breaches of this policy may result in HR disciplinary procedures being invoked. Individuals should be aware that they as well as the organisation are individually liable to summary conviction under the Data Protection Acts if found guilty of knowingly or recklessly contravening its provisions. Breaches by individuals who are not staff will be dealt with by the appropriate line manager.
Definitions and Terms
	Personal Data
	means any information relating to an identified or identifiable natural person ("data subject"); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that person[footnoteRef:3] [3:   Regulation (Eu) 2016/679 Of The European Parliament And Of The Council, Article 4(1)] 


	Special Category Personal Data
	are personal data, revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership; data concerning health or sex life and sexual orientation; genetic data or biometric data[footnoteRef:4] [4:  Regulation (Eu) 2016/679 Of The European Parliament And Of The Council, Article 9(1)] 


	Data Subject
	is an individual who is the subject of personal data

	Data Controller
	means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data

	Data Processor
	means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller

	Information
Owner
	is the individual with primary responsibility for the data within an ICT System or a manual filing system. In the case of ICT systems. Information Owners are sometimes also referred to as the System or Project Sponsor.

	Data Protection Impact Assessment (DPIA)
	is a formal documented  assessment of the impact of envisaged processing operations on the protection of personal data, which should be carried out prior to the commencement of processing.



Related Documents
Teagasc Data Protection Impact Assessment Policy
Teagasc Data Breach Management Policy
Teagasc Data Subject Request Policy
EU General Data Protection Regulation
Irish Data Protection Act 1988
Irish Data Protection (amendment) Act 2003
Irish Data Protection Act 2018
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