	[bookmark: _GoBack][image: ]

	Teagasc Data Subject Request Policy

	Author
	Ronan Coady
	Approved By
	ICT Committee

	Valid From
	11/04/2018
	Approval Process
	ICTC



Background
In line with best practice and the requirements of the Teagasc Data Protection Policy, Teagasc needs to formalise and document its approach to handling requests from Data Subjects to exercise their rights in relation to their Personal Data under its control. 
Purpose of the Policy
The purpose of this Policy is to acknowledge the importance of Data Subjects rights over their Personal Data and to establish a framework for addressing these rights in an efficient and expeditious manner.
Applicability
The policy applies to all Teagasc staff, persons working on a contract basis for Teagasc, all students, fellowship holders, seconded staff and employees and agents of other organisations who directly or indirectly have access to Teagasc information assets (physical or electronic) or who process information on behalf of Teagasc, or its subsidiary Moorepark Technology Limited.

This policy is mandatory and by accessing any Teagasc information assets (physical or electronic) for which Teagasc is a Data Processor or Controller, users of Teagasc’s information assets are agreeing to abide by the terms of this policy.

This Policy will be:
1. Published on the Teagasc intranet and public website
2. Circulated to all appropriate data processors and incorporated as part of the service-level agreement/data processing agreement between Teagasc and contracted data processors, and 
3. Advised to staff at induction and at refresher training on Data Protection.
Policy Statement
1. Teagasc is committed to providing an efficient service to Data Subjects wishing to exercise their legal rights in relation to their Personal Data, which include:
a. Access to Personal Data - data subjects are entitled to know whether or not Teagasc controls any personal data belonging to them and be provided with a copy of all their personal data controlled by Teagasc (known as a Subject Access Request)
b. Right to Rectification – data subjects are entitled to the prompt correction of incorrect personal data
c. Right to Erasure (‘right to be forgotten’) – data subjects are entitled to the deletion of their personal data, or/and the withdrawal of previously supplied consent to the use of their personal data. This right is subject to legal requirements to retain the data, for example under employment law.
d. Right to Restriction of Processing – data subjects have the right to prevent any processing of their personal data other than its continued storage, in cases where there is a dispute over the data’s accuracy or its processing. Data can effectively be ‘frozen’ while legal disputes are resolved.
e. Right to Data Portability – data subjects have the right to be provided with a copy of their personal data in commonly recognised electronic format, or for its transfer to a third party.
f. Right to Object (exclusion from public interest processing) – data subjects have the right to object to processing which is being done purely on the basis of public interest, unless Teagasc can demonstrate compelling legitimate grounds.
g. Right to Object (exclusion from automated individual decision-making, including profiling) – data subjects have the right to be excluded from marketing lists and market profiling and can request manual evaluation of automated decisions impacting on their rights and freedoms (e.g. grant eligibility, product charging etc).
2. The Data Protection Officer (DPO) is the point of contact for all Data Subject Requests and will manage, co-ordinate and log such requests.
3. Information Owners must provide a point of contact for the DPO to execute Data Subject Requests in relation to the data under their control.
4. Points of contact for executing Data Subject requests must comply with the timeframes set out from time to time by the DPO in relation to the processing of these requests, in order to meet or exceed legislative deadlines.
Procedure
The following procedure needs to be followed in the context of a legal turnaround time not to exceed one month, and a desire to provide a high quality of customer service.  The following maximum timelines apply (in working days from receipt of request to final response):
	Log Request
	Initial Acknowledgement Sent
	Request Issued to Nominated Points of Contact
	Initial Response from Points of Contact
	DMS Access Provided to Points of Contact Involved
	Final Response from Points of Contact
	Final Response to Data Subject

	Day 1
	Day 3
	Day 3
	Day 6
	Day 7
	Day 18
	Day 20
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1. All Data Subject Requests received by any Teagasc staff member or agent other than the DPO should be urgently forwarded to the DPO.
2. The DPO will Log the Data Subject Request in the Data Subject Request Log, upon receipt.
3. If any documentation is received or generated in connection with a Data Subject Request (DSR), the DPO will Create a case folder in DMS for the request using the naming convention as below and will store a copy of the documentation in that folder:
<year-month-date> - <Log number>
E.g. DSR 20180528-1
[bookmark: _Toc461708229]Preparing an Initial Response 
1. The DPO should confirm the identity of the Data Subject as follows:
· The following sources of request can be treated as genuine and require no further authentication
· Staff requests or requests from persons working on a contract basis for Teagasc, students, fellowship holders, or seconded staff, which come from valid Teagasc email addresses or Teagasc issued mobile phones or Teagasc Lync accounts
· Client requests from email addresses or mobile phones registered in an appropriate client management system
· For other sources of request, some form of authentication is required. This will typically be a name, address and client or staff number. It should be noted that a Data Subject Request is an individual right exercised by the individual. The exceptions to this are (1) a parent executing it on behalf of a child under 16 and (2) a solicitor executing it on behalf of a client, in which case evidence of authorisation is required. 
2. The DPO should determine whether the request is a valid request under Data Protection Legislation (see Related Documents below[footnoteRef:1]) or can be completed in the interest of quality customer service, and should if necessary seek advice from The Office of the Data Protection Commissioner. The latter is advised in the case of requests for Restriction of Processing and Objections to Processing, which should also be notified to the Chief Operations Officer. [1:  In particular see GDPR Chapter III on Rights of the Data Subject] 

3. The DPO should review the scope of the request and determine if any extra information is required to execute the request. For example if a data access request is made for a very high volume of data, then the requestor should be given the option of refining the scope of the request so that its results are more appropriate for the data subject and the request can be executed more quickly.
4. The DPO should send a written response (by email or post)to the data subject. It should acknowledge  receipt of the request and as appropriate:
· Indicate a target date for a full response 
· Request any additional information or proofs required
· Explain the reasons for turning down the request 
Identifying Who Needs Involvement in Processing the Request
1. The DPO should send an email to all the Nominated Points of Contact in Teagasc’s Data Protection Register. The email should notify the point of contact of the DSR and point them to the DSR Log, requesting a response within 3 working days assessing whether they have responsibility for part or all of the request.
2. The Nominated Point of Contact must respond to the DSR initial request within 3 working days indicating whether or not and to what extent they have responsibility for the request, e.g. if the DSR is to correct an address, it may impact on multiple systems/points of contact, on the other hand if it is to supply a single piece of specific data it might fall fully within the responsibility of one point of contact. In order to facilitate data retention, all documentation associated with the DSR should be stored in the DMS in a case folder established and controlled by the DPO.
3. The DPO should provide access to the case folder in the DMS to the Nominated Points of Contact within 1 working day of receipt of response from Nominated Points of Contact.
4. The Nominated Point of Contact may need to contact the Data Subject for additional information or clarification. This should be done in conjunction with the DPO and care should be taken to avoid multiple parties contacting the data subject, particularly with similar requests. All contacts should be recorded in the comments section of the DSR Log, and copies of all correspondence kept in the DMS case folder.
Processing the Request
1. The Nominated Point of Contact must process the request as soon as possible and in any event no later than 18 working days from the date of receipt of the request (available in the DSR Log).
2. The Nominated Point of Contact must prepare a note in the case folder suitable for inclusion in the final response from the DPO outlining the actions taken to fulfil the response.
Preparing the Final Response
1. The DPO will prepare the final response to the Data Subject. Where the response includes personal data, this data needs to be safeguarded:
· Personal Data sent by email should be encrypted
· Personal Data sent by post should be registered
2. The content of the final response must include the details specified in Appendix A – Tools and Templates for Data Subject Request Procedure
Data Retention Review
1. The DPO will purge the DMS folder associated with a Data Subject Request at the latest six months after the request has been satisfied.
2. The DPO will purge personal data from the Data Subject Request Log at the same time.
Enforcement
Breaches of this policy may result in HR disciplinary procedures being invoked. Individuals should be aware that they as well as the organisation are individually liable to summary conviction under the Data Protection Acts if found guilty of knowingly or recklessly contravening its provisions. Breaches by individuals who are not staff will be dealt with by the appropriate line manager.
Definitions and Terms
	Personal Data
	means any information relating to an identified or identifiable natural person ("data subject"); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that person[footnoteRef:2] [2:   Regulation (Eu) 2016/679 Of The European Parliament And Of The Council, Article 4(1)] 


	Sensitive Personal Data
	are personal data, revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership; data concerning health or sex life and sexual orientation; genetic data or biometric data[footnoteRef:3] [3:  Regulation (Eu) 2016/679 Of The European Parliament And Of The Council, Article 9(1)] 


	Data Subject
	is an individual who is the subject of personal data

	Data Controller
	means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data

	Data Processor
	means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller

	Data Protection Impact Assessment (DPIA)
	is a formal documented assessment of the impact of envisaged processing operations on the protection of personal data, which should be carried out prior to the commencement of processing.

	Data Subject Request (DSR)
	is a formal request from a data subject, under Data Protection legislation, to exercise their legal rights as a data subject. These rights include rights to access data, have it forgotten, etc.

	Information
Owner
	is the individual with primary responsibility for the data within an ICT System or a manual filing system. In the case of ICT systems. Information Owners are sometimes also referred to as the System or Project Sponsor.

	Nominated Point of Contact
	is a person nominated by an Information Owner with responsibilities to manage data subject rights for a system or data set


[bookmark: _Ref508011757]Related Documents
Teagasc Data Protection Policy
Teagasc Data Breach Management Policy
EU General Data Protection Regulation
Irish Data Protection Act 1988
Irish Data Protection (amendment) Act 2003
Irish Data Protection Act 2018
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